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Introduction
IoT devices collect and transfer potentially sensitive user data, and a lack of

effective access control and authentication protocols leaves them vulnerable

as targets and entry points to large-scale attacks that can compromise

entire systems.

Fundamental Challenges

▪ Limited storage, power, and computational capacity of devices

▪ Unable to enforce traditional web-based approach

▪ Usually rely on a “controller”

▪ Various scenarios and privileges

▪ Need a flexible and powerful mechanism

▪ Access data in an IoT ecosystem

▪ Cross-domain access

▪ Rapid prototyping & testing

▪ Without physical IoT devices

▪ Without access to IoT systems

Challenges and Future Work
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Attributes
▪ Automated, dynamic, and real-time device attributes update

▪ Represent and convert geospatial properties

Access Control 
▪ Address multi-owner issues

▪ Grant least privileges in the directory-assisted access control system

Directory-Assisted ABACAttribute-Based Access Control (ABAC)

Approach

▪ Manage metadata of devices as standard description profiles

▪ Store profiles into federated and distributed IoT directories for retrieval 

▪ Apply finer-grained access control combining roles and attributes

▪ Federated access using OAuth2 and OpenID

▪ Two-phase access control trusted by directories

A Trusted Metadata Store

● Metadata directory as an intermediate 

Between IoT devices and the Internet

○ Gather metadata locally

○ Resolve queries globally

○ Storage and computing resources 

reasonably assumed to be enough

Source: W3C Thing Description

● Access control rules inspired by the physical world

○ Grants users access to resources based on attributes

○ Flexible to define complex policies

● Not finest-grained, but manageable

○ OASIS XACML standard

○ Directory provides an additional layer of trust

● Two-phase access approach

○ Discover metadata in distributed directories

○ Access produced data or device APIs 

● Seamless multi-sourced data access

○ Data from device, edge and fog nodes, cloud

○ Retrieve real-time data, or average data of past five days

○ Internal information retrieval should be unknown to queriers
Common ABAC System Architecture

● Subject attributes through Single Sign On

● Object attributes through metadata profiles

● Attributes through third-party providers

● Geospatial attributes

○ Retrieve geospatial objects

● Stateful attributes through logs
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Access Control for IoT
● Classic access control mechanisms

○ Traditional Access Control List (ACL)

○ Role-Based Access Control (RBAC)

○ Attribute-Based Access Control (ABAC)

○ Capability-Based Access Control (CapBAC)

(ranked from coarsest to finest granularity)
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Comparison of access control list, role list, and capability list

Directory-assisted access to device APIs
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▪ PDP: compute access decision

▪ PEP: response to requests

▪ PIP: retrieve attributes and data

▪ PAP: manage and store policies

IoT poses new challenges

▪ Decentralized management

▪ Various attributes

▪ Customized policies

▪ Multiple administrative domains
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